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1.  Recommendations

Kerry Thirkell  
Chief Risk Officer, Lothian Pension Fund 
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Executive Summary 

 

This document provides a summary of the assessment of the LPF group’s risks by the Risk 
Management Group (RMG) on 07 Nov 2022. The RMG reviews the LPF group risk register on at least 
a quarterly basis. 
 
Changes to risk register since 22 Aug 22: 

• Risk 9 – Pension Committee decisions. Risk score improved from 30 to 24, moderate to low. 
Onboarding and training completed for all new committee members, to ensure sufficient 
knowledge and understanding of the pension scheme. 

• Risk 39 – Power outages. New risk added. Risk of energy outages caused by planned or 
unforeseen blackouts, leading to operational disruption. Risk impact and probability 
currently assessed as low, as LPF’s blended model and existing business continuity processes 
are judged sufficient to mitigate at the moment. Developments will remain under review. 

No risks have been closed, and no risk scores have deteriorated. 
 

Risk Register at 07 Nov 2022 

Total risks High Moderate Low 

39 0 13 26 

See Appendix 2 for full list of risks. 
 

Summary of Changes since last review : 

New Closed Improved Deteriorated Unchanged 

1 0 1 0 37 
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Risk Register Update  
Update on all ‘High’ or ‘Moderate’ risks, detailing the risk score (0-100), any score changes since last report, and a narrative explanation on the current 
score and mitigating plans. 
 
New risks added: 

Risk Score Movement Update 

39. Power outages 

Risk of energy outages caused by planned 

or unforeseen blackouts, leading to 

operational disruption. 

 

16 

 

N/A - new 

Emerging risk raised at RMG Nov 22, regarding potential for national or local 

power outages. Potential impact on office availability or ability for staff to work 

remotely. Blended model helps to mitigate. All key systems and applications 

are cloud-based rather than servers. Existing business continuity measures 

judged sufficient at present, no further mitigating actions planned at present. 

Will remain under review. 

 

Scoring changes: 

Risk Score Movement Update 

9. Pension committee decision-making 

Pension committee (or other) members 

take decisions against sound advice, on 

political grounds or due to lack of 

knowledge 

 

25 

 

Improved 

Reduced following completion of onboarding and induction for new committee 

members. Previously elevated due to elections in May 22 resulting in new 

pension committee members and requirement for training. LPF have taken 

steps to mitigate i.e. onboarding and engagement plans for new committee 

members to ensure knowledge and understanding of fund activities. 
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Commentary on all remaining high or moderate risks: 

Risk Score Movement Update 

36. Cybersecurity 
Cybersecurity protections and/or back-up 
not sufficient to prevent/minimise cyber-
attacks. 

 
32 

 
Unchanged 

Independent cyber security maturity assessment completed in Dec 2021. 
Concluded that current state has “features of higher-level maturity” but 
recommended enhancements on defined processes, such as incident response 
plans. These are being addressed by an action plan, expected to completed 
Dec 2022. 
 
External phishing testing carried out in Oct 22. Results that technical security 
controls work well; but staff ability to identify and report suspicious emails 
could be improved. Training and communications will be carried out to 
increase awareness. Once done, further phishing tests will be carried out and 
score reconsidered. 

38. Project and change 
Project and change activities not 
effectively managed 

 
32 Unchanged 

It is currently rated Amber due to Project Forth timeline but will be kept under 
review as project progresses.  

27. Governance 
Group structure and governance not fully 
compliant and up-to-date or working 
effectively 

 
30 

 
Unchanged 

Recent elections increased probability of disruption to the schedule of 
committee meetings, and timing of decisions. The score has improved as 
committee membership has been confirmed, dates scheduled, and induction 
training for new members complete. LPF governance structure is in process of 
further improvement in order to work effectively – including a new governance 
portal, and transfer of committee services from CEC to LPF. Risk will remain 
elevated until portal and SLA are in place. 

20. Regulatory Breach 
Failure to comply with applicable laws 
and regulations 

 
30 

 
Unchanged 

Risk remains higher to reflect the increased regulatory burden from FCA-
regulated investment services, including new processes required by IFPR 
requirements. New compliance monitoring processes will improve assurance 
activities. 

21. Information Rights 
FOI and subject rights processes not in 
accordance with laws and regulations 

 
30 Unchanged 

Score is elevated while an Information Governance project is underway. This 
will review and improve processes around information rights, records 
management, and retention. 
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Risk Score Movement Update 

23. Delegations 
Acting beyond proper authority / 
delegations. 

 
30 Unchanged 

A review and refresh of the Scheme of Delegations is underway, to clearly map 
them to the functions within the LPF group. 
 
Score unchanged while mitigating actions are in process - the risk remains 
amber, although there has been no breach in existing delegations.  

25. Procurement 
Breach of procurement/framework 
regulations 

 
30 Unchanged 

LPF is continuing to work with CEC to align procurement processes to the 
needs of LPF group business while also satisfying CEC’s oversight requirements. 
 
Score will be reviewed and likely reduce Q1 2023 once an updated Contracts 
Standing Order (CSO) confirmed in place. This will ensure appropriate actions 
including procurement compliance in respect of LPF`s contract letting. 

33. Staff Resource 
Staff Resource within the Fund not 
sufficient to carry out core tasks 

 
30 Unchanged 

Score is Amber to reflect the increasing burden on existing staff from Project 
Forth, assurance activities, and other organisational development projects and 
change initiatives. Successful recruitment has taken place in a number of areas. 

3. Employer contributions 
Failure of an employer to pay 
contributions causes either a significant 
fall in funding level or requires higher 
contributions from other employers 

 
28 Unchanged 

Employers continue to be under increasing financial pressure due to the 
current economic situation. The fund continues to monitor this on an ongoing 
basis with regular employer contact and existing controls. 

4. Recruitment 
Failure to recruit, engage and retain 
talent leads to workforce capability gaps 
with implications for oversight, control, 
administration and achievement of 
service plan goals 

 
28 Unchanged 

Unchanged. There has been successful recruitment in a number of areas 
however it is a candidate market, particularly in more technical roles, leading 
to the fund incurring more recruitment related costs. 

1. Investment performance 
Adverse investment performance causes 
funding levels to fall requiring higher 
employer contributions 

 
25 Unchanged 

JISP advisers and asset allocation and policy group investment committees 
have been meeting frequently to ensure the Pension Committee’s investment 
strategy is implemented within prescribed constraints, and to respond to 
material market changes, such as the September 2022 dislocation in the gilts 
market. 
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Risk Score Movement Update 

2. Adverse Movement - pressure on 
employer contributions 
Adverse change in non-investment 
actuarial assumptions causes either 
funding levels to fall or requiring higher 
employer contributions 

 
25 Unchanged 

The employer contribution rates approach has changed from deterministic to 
risk-based, with Funding Strategy Statement updated and employers consulted 
and informed. 

35. Supplier and third-party systems 
Inadequate, or failure of, supplier and 
other third-party systems (including IT 
and Data security). 

 
25 Unchanged 

Our supplier management processes have been reviewed, and a risk-based 
framework implemented to ensure greater consistency across providers. Score 
will remain Amber until we have carried out assurance that processes are 
working as expected. 
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Appendix 1 – Risk Scoring & Distribution Chart 

 

Risk scoring: 
 

 Impact Probability 

1 No discernible effect Virtually impossible 

2 Little discernible effect Extremely unlikely 

3 Some effect noticeable Remotely possible 

4 Some effect on service provision May occur 

5 Noticeable effect on service provision Fairly likely to occur 

6 Some disruption of service More likely to occur than not 

7 Significant service disruption Likely to happen 

8 Material disruption to services Probably will happen 

9 Major service disruption Almost certainly will happen 

10 Catastrophic Already happening 

 
RAG (Red Amber Green) status: 

Risk Status 

  High: resolve urgently where possible (probability and impact total 35 and above) 

  Moderate: resolve where possible (probability and impact total 25 to 34) 

  Low: monitor (probability and impact total 24 and below) 

 
Risk Distribution - at 07 Nov 2022: 
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Appendix 2 – Risk Register 
 

Full risk register Red Amber Green (RAG) status at 07 Nov 2022: 

Ref Risk RAG 

1 Investment Performance  

2 Adverse Movement - pressure on employer contributions  

3 Failure of an employer to pay contributions  

4 Recruitment & retention  

5 Fraud by LPF staff or relating to members  

6 Staff competence  

7 IT systems  

8 Culture & engagement  

9 Pension Committee decisions  

10 Pension Board effectiveness  

11 Business continuity  

12 Data protection  

13 Responsible Investment  

14 Incorrect pension payments  

15 Late payment of pension  

16 Market abuse  

17 Investment operations  

18 Disclosure of confidential information  

19 Material breach of contract  

20 Regulatory breach  

21 Information Rights  

22 Member communications  

23 Acting beyond proper authority/delegations  

24 Inappropriate use of pension fund monies  

25 Procurement/framework breach  

26 Procurement process  

27 Group structure and governance  

28 Claim or liability arising from shared services  

29 Employer systems access  

30 Incorrect member data  

31 Inadequate contractual protection  

32 Over reliance on single core service provider   

33 Staff Resource  

34 Health and safety  

35 Supplier and third-party systems  

36 Cybersecurity  

37 Climate change  

38 Project and change activities  

39 Power outages  
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Appendix 3 – Three-year risk trends 

 

 

Ref Risk name
Q1 

2020

Q2 

2020

Q3 

2020

Q4 

2020

Q1 

2021

Q2 

2021

Q3 

2021

Q4 

2021

Q1 

2022

Q2 

2022

Q3 

2022

Q4 

2022

1 Investment Performance

2 Adverse Movement - pressure on employer contributions

3 Failure of an employer to pay contributions

4 Recruitment & retention

5 Fraud by LPF staff or relating to members

6 Staff competence

7 IT systems

8 Culture & engagement

9 Pension Committee decisions

10 Pension Board effectiveness

11 Business continuity

12 Data protection

13 Responsible Investment

14 Incorrect pension payments

15 Late payment of pension

16 Market abuse

17 Investment operations

18 Disclosure of confidential information

19 Material breach of contract

20 Regulatory breach

21 Information Rights

22 Member communications

23 Acting beyond proper authority/delegations

24 Inappropriate use of pension fund monies

25 Procurement/framework breach

26 Procurement process

27 Group structure and governance

28 Claim or liability arising from shared services

29 Employer systems access

30 Incorrect member data

31 Inadequate contractual protection

32 Over reliance on single core service provider 

33 Staff Resource

34 Health and safety

35 Supplier and third-party systems

36 Cybersecurity

37 Climate change

38 Project and change activities

39 Power outages
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